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ABSTRACT

ABSTRACT

With the widespread deployment of Software-Defined Networking (SDN), centralized
control  architectures—while enhancing network programmability and management
flexibility—also make control plane processing capacity and switch flow table resources more
susceptible to becoming performance bottlenecks during Distributed Denial of Service (DDoS)
attacks. Addressing the challenges in SDN scenarios—such as the dispersed origins of DDoS
attack traffic, highly coupled spatiotemporal characteristics, and the difficulty of existing methods
in balancing detection accuracy with real-time performance—this paper explores an integrated
DDoS detection and defense method for SDN. The research focuses on the coordinated
optimization of attack detection and intelligent defense decision-making across four modalities:
time, space, traffic features, and controller resources.

Given the interaction characteristics between SDN flow tables and the control plane, this
paper constructs a multimodal spatiotemporal traffic tensor representation method. Within a
unified framework, it performs structured modeling across temporal, spatial, and feature
dimensions, and introduces PARAFAC tensor decomposition to perform low-rank approximation
and explicit decoupling of high-dimensional traffic features. This approach extracts interpretable
spatiotemporal interaction factors, thereby enhancing the ability to capture attack structural
characteristics such as multi-source coordination, temporal bursts, and feature obfuscation. To
address the disconnect between detection results and defense strategies, this paper uses the
structured spatiotemporal representations obtained from tensor decomposition as state inputs for
reinforcement learning. Based on Dueling DQN, a defense decision-making model is constructed,
enabling the agent to adaptively select defense actions—such as redirection, rate limiting, and
blocking—under different attack scenarios, thereby forming a closed-loop collaborative
mechanism that integrates detection representation, decision optimization, and execution feedback.
Furthermore, addressing constraints such as limited controller resources and dynamic network
load changes in engineering deployments, this paper proposes a resource-aware defense
optimization method: during the perception phase, an incremental PARAFAC decomposition is
used to perform local updates on new traffic data, avoiding redundant calculations of historical
data and thereby reducing the overhead of online decomposition; during the decision-making
phase, the state space incorporates controller resources such as CPU and memory, and the reward
function includes resource cost and overhead penalty terms, achieving an adaptive trade-off
between defense effectiveness and system overhead. Experimental results show that the
computation time for a single incremental decomposition can be controlled within 8 ms, and the
similarity between the incrementally updated factor matrix and the full decomposition results
exceeds 95%, meeting the real-time requirements for online decision-making.

Experimental evaluations were conducted using an SDN simulation topology built on the
CIC-DDo0S2019 dataset. The results show that the proposed method achieves stable detection
performance under 5-fold cross-validation and demonstrates superior false positive control
capabilities in comparison experiments, with a maximum false positive rate not exceeding 0.5%.

KEY WORDS: Software-Defined Networking; Distributed Denial-of-Service Attack; Deep

Reinforcement Learning; Tensor Decomposition
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2.4 REEULF ]

5EfE>] (Reinforcement Learning, RL) & —2iHid “BEEMA—IAEE” 2 H
) AR R SRS B 7718, Fe B AR R AE K IHAE B R H e KAk RAR RO, PR P
gEfb 5 >] (Deep Reinforcement Learning, DRL) B BEAHZE WX 2% 5] N Ak, 2 > HE
28, F i s 4RRaS sish VR 23 6] T 0B R B R s e 2, i BB 52 TH R
s A e S P N o C A WA L

DRL 8 ¥ 44 e 56 1) @il G~ B /R vl Rk it A2 (Markov Decision Process,
MDP) , & N(S A PR, y)2, b, SOMRAZE, ARSIERNE: (], )&
INTERAS FHATENE HBRE T IRE MR (, )NRIESE: v o (01]
NI, TP I S SIS . B R ARAERT Z) I EPRES R
FoRng (| ikEEshfE , MERGEEE) JFERER o KINREEHRIEE E XN
PrenBFA (2-5)

[e0)

= Y¥rek (2-5)
=0
RL W HbR IR [ 1&KRIER o RIFR SRS S, SIA
RSN E R ER (2-6) 5IEMERES 2-7) -

O= 01 =1 (2-6)
(.)y=1711=, =1 2-7)
AR B B 2 DUR 77 (2-8) -
(.o)=T0+y - ()] (2-8)
HFZIBEHER R, L Q-learning Wi LA Hr= (2-9)
()« G+ C+y ()= ) (2-9)

i o EEBEhETEY, HREIRIGHER B, WAL RIS “IRRE—F
7 AT kAN, AN T E A S SR B AR S

LPRASYE B R BUE LN, BT R Q A LI Hiz . RIE Q M
#% (Deep Q-Network, DQN) HIfZE %% (1, , )T IBMEMEREL, FHidEidt &
MU PR Z NG % S8 NG “ MR FBURG/IKEL” EATE
&, DQN | NPIOCEALH]: H— R0 R (Experience Replay) , 52 H
FEARC, |, YENBEGHIFREHL N EE RN ZR,  FTRERE A S T4 a3 £ die
FIHZ, H—Z HFMZ (Target Network) , FZEIRFEHHISH — 11 E HinE
X (2-10) :

&
H

=+ S5 (2-10)
TR Mk S8R D 2 A AR, AT B H AREERE R ISR AR o
EiREAES “DON Eid 5| AL RS A ARSI 2B RATE " ik
—H
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FrifE DQN {EfS FH max iz BN Z) ISR U B £ 1, AT S0 S ug A3 e 1
Double DQN ¥ “ZhfEik#” M “IEVHAL” ffs: mEMZEE (2-1D .
=/ (L) (2-11)
B EARMZIP (L 5 7)), ARG TR ZE R T I g e v . k20
Hi, Dueling DQN KRGS, ¥ (, Yo ERENE () S53hfEILH
(, ), @ 2-12) .

1 :
(.= ()+[(’)_ﬁ (. )] (2-12)

KBRS IR AL, ()ERET CREARFWEAR” . (0 )MZImE “HEshE
X EIBAERIL o XS R B T AR RS P a7 AW By aeAe
EEEPIENE, IREFEARCR H5RFEE . Jtz.0 A 2-3 fios.

Action(a,~ a;- as)

S Q(S:a)

Environment Dueling Network Agent

. /O V(s)
: \. Q(Saal)

\JDA@%V.'mwﬁ

O AG.ay)
O Alsa)

A 2-3 Dueling DQN %2 #)

FEM L 2Bt B RAA MmN S AHENE, DRL AIARYE M 20K
A IEROR B, R R —Pia” SRR A0y MDP: REE HisK
T RS B A I 25 A AL S A% ) 25 SN LR BEAR PR A G B4 XS BT PRAT
RIBE AR, R a2 m Bt et . prds S SHATAADY, 51 B RElE
FEBGH RS RGO Z A EATRUE . R, Dueling S5 MIREME 53 5% 21 “
R 2THME” 5 “AFRPTEBAE AR, e B 5 H AR
o Y SRS E IS IR %
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2.5 FNIRZKIE

IR 751 (Knowledge Distillation, KD) A& — 2 i B {7 1 4 5 SR 7%
FoR, HizoBERAEATEMPEERIATIR T, IHRE54ABA (Student) B
Pim A EHUIER (Teacher) M4 HIAT VSRS AR, I IRAFHT BN )k
FHe /I3, &4 KD EHET “HHAF (soft targets) + i HAR (hard targets) ”
(KA B SR BI s 3CH ARoke B 80T X 28 Py B 20 A CRL B SRR AU 5 IS 08D
Bl H AR R B AR RS A S IR EE S . 2B T H Geoffrey Hinton 55
IR, HARESHH TR LR EE E 2R KRS R

503 FAE 55 5 RN AR, ARSI B 1 e SR AR J& TR ek £ 7Y DRL:
UM ALK H Dueling DON #thsh B E (1, ), FABASRH B4 & Double
DON %ith (1, ). ZWMWHERR: EMEEMRE T, {240 % SR KA w
TR AT REIE AT AW, IMEHERIE T . S8 02 A 2 PR (R, 4
FFRm sk e . W SRR 2T, A CUIZER) DQN Zm g, Il gk
SE /N 28k B T R R I

AR ok i A “ A E IR I oA T, XU (2-13) 54 (2-14)
HAER A A7 IR # softmax GREEIEA )

)

()= 5 (2-13)

(@)

()= (2-14)

(@)

YL, MATE KT RO A R, W
T TFS A AT ST b RAGERBS0 (2-15) T XU KL U SR AE SR 34
CEXTELE e

- . 1y = _h _
= CCDIFCGEY ) D (2-15)
HASH AN 24 AR b RUE R (2-16) -
-2 (2-16)

A SR 75 2 5 2 A 3 AA 2800 T 2 A [R5 5, JC AR HUMAF 7R
ZE BN R AR IR I 2 PR S 1 o DRI I 7 2 R 0 2 » TR
HEHE LW TD — 8. WABFEANC, L, ), ER 2-17) AEMIE.
B (2-18) tH HFsM VAL, KA DQN ) TD H #5:

= max (., ;) (2-17)

=+ (., (2-18)
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ikt (2-19) 2 SUAN:

=( - (. (2-19)
S22 A NBOMIE A “ SEMK AR A~ 5 [R]IHDRAE T PR [0 4 1) YA TE T, T A ] A
i FEIVERE IR . Z8 RSB A, BB SR IR R & a0l (2-200 o, (E[EH
B MAAEFRERESLR TS, FHEEE T RGN ESH, B
PEFERL 5 Sigmoid £ oR 5 iR FEBA,

= + (2-20)

He [01], + =1, S AT BN ARG 34T SRR R
WEEREHR AT TD U&7 - NPRIE « BFIIAARESRZH, ] Sigmoid B

= () (2-21)

=1- () (2-22)

Hep ()N Sigmoid BREL RIRPIFALE K AE[0,1] H B #b. 7628 BT,
THEZEBBURAT pshER (2-23) .
=— (2-23)
NI LRFE S EUOBE RS, e ST B e s , e E
B, 2N (2-24) RIS IREEE T 1A
= - 4+@0-) (2-24)
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20. end if

21. return
22. end while

(2) =7 BN B 7 2 R £

NEI B ERE “EIER IR Flg, = CUEEMHIIE” 5 B
K7, R G iR 2 IR R SR I AR, LTI 2 I N B2 2 sk X (3-15),
=3B P B

(.)= + + (3-15)
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